1501324 Sequence Control and PLC
Course Description:
Basic sequence control; Programmable Logic Controllers (PLCs); Programming of PLC systems;
Ladder program development; Sequential control facilities; Advanced features of PLCs; PLC
Communications and automation*; Plant emulation; Process monitoring and control*.

Learning outcome:
1. Students are able to implement PLC systems.
2. Students are able to simulate PLC systems.
3. Students are able to work on PLC applications.

Lecturer:

Assoc. Prof. Punnarumol Temdee, Ph.D.
Asst. Prof. Roungsan Chaisricharoen, Ph.D.
Asst. Prof. Santichai Wicha, Ph.D.

Lect. Chayapol Kamyod, Ph.D.

Credit: 3(2-2)
Lecture: 30 Hours (6 hours of modified content)
Lab: 30 Hours (6 hours of modified content)

Assessments:

Attendance 10%
HW/CW 20%
Midterm 25%
Final 25%
Project 20%

Lecture (seminar):

I
o
c
=
(7]

Content

PLC HW and SW
Paradigm of PLC logics
PLC programming

PLC communications
Ladder programs
Advanced PLC

Simulation and emulation*
Process monitoring*
Process control* 2
(*modified in the framework of an Erasmus + project: Asean Factori 4.0 Across South East
Asian Nations: From Automation and Control Training to the Overall Roll-out of Industry 4.0
609854-EPP-1-2019-1-FR-EPPKA2-CBHE-JP)
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Lab (internship):
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Content

PLC configuration

PLC wiring

PLC digital I/O

PLC analog I/0

PLC simulation

PLC communications

Process monitoring via HMI*
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Process control via HMI*

Emulation card* 2

(*modified in the framework of an Erasmus + project: Asean Factori 4.0 Across South East
Asian Nations: From Automation and Control Training to the Overall Roll-out of Industry 4.0
609854-EPP-1-2019-1-FR-EPPKA2-CBHE-JP)
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Lecture O1: Simulation and
emulation
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HARDWARE IN THE LOOP SYSTEM

Home made electronic interface card

aaEE [l

» 24 sensors and 24 actuators
= 16 digital inputs / 16 digital outputs
» 8 analog inputs / 8 analog outputs

» Less than 500€
» Reasonable timing performance ( < 10 ms response time)
» Easily chain (Ethernet addressing)
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TWO MAIN APPLICATION FIELDS

Industrial automation: PLC, SCADA et OPC

Smart-grid communication
« TEC 61850
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A SIMPLE APPLICATION EXAMPLE ( ~70 1/0O)

m Tennessee Eastman Chemical Company (O. Koucham PhD benchmark)

a —
1 ' '

Router

Engineering
DNS Server  \yorkstation

.................................. e MR ;

ﬂ Domain tontroller Router 5
ery

Engineering

Workstation

Historian Database

i

*  HMI Schneider M580 HMI Schneider B340 HMI  Wago IPC-C6 Wago 750-873 -
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61850 SMART GRID APPLICATIONS

Supervision Lo
-

\'\' - == Manufacturing Message Specification — MMS TCP/IP Unicast

i
| .

. !
Y . Generic Object Oriented Substation Event — GOOSE

Ethernet Multicast

{

Bay network

Protection relays

Process Bus
HSE/PRP

- -~ Sample Values — SV — Ethernet Multicast

Stand Alone Measurement Units




61850 SMART GRID APPLICATIONS
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m Cybersecurity applications (M. Kabir-
Querrec PhD benchmark)

> False event injection (GOOSE attack)

» False measures injection (SMV attack)

» Resilient architectures
» C&ESAR 2015

Current Sensors

Voltage Sensors
0...1A or0... 5A

k. Y
Current : = \/oltage
power card | power card

0.. 1A  Fidd L .48V ... +48 V
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INDUSTRIAL PROCESS SIMULATOR
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NEEDS FOR PROCESS SIMULATOR

m Genericity
» Ability to model any industrial process (e.g., electricity distribution, chemical factory)
» Not focused only on a single application type
» Easily customizable
m Fine grain modeling
» Not our priority at the moment /I\

» We focus on basic functionalities (e.g., “opening a valve” and not on the intrinsic properties
of the valve), yet finer modeling can be required.

m Ability to communicate /N\
» With interface cards (thus with PLC, SCADA, etc)
» In TCP/RTU Modbus
» With data bases, API, etc
» With GPIOS
m Ability to run on various systems
» Raspberry Pl, computer, etc
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EXISTING PROCESS SIMULATORS

m A real-time (time stepped simulation is needed)
» Process dynamics simulated at real-life time not computer time

m Tested and validated simulators :

» Modelica (with real-time) toolbox
» Native UDP communication implementation

» Factory I/O
= Engine I/O library -> interface provided

» Home I/O
» Engine I/O library -> interface provided

» Matlab/Simulink

= Native UDP communication implementation
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PROGRAM AND CONFIGURATION

m Built on Atollic TrueSTUDIO® for STM32 V9.2.0

m One can configure
» Mode (PLC or protection relay)
» Network configuration
» Background task

m Mode (gics.c)

m static int config_mode = GICS_API; // configure for PLC

GICS_IED; // configure for protection relay

m static int config_mode
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NETWORK CONFIGURATION

m By default a card is idenfyied by a RACK_ID and a CARD_ID

Ethernet config (ethernetif.c)
MACAddr[@] = exe2;

MACAddr[1] = ©x61;
MACAddr[2] = ©xc5;
MACAddr[3] = RACK_ID;
MACAddr[4] = 0x00;
MACAddr[5] = CARD_ID;

» You can use any values instead default ones but respect the rules :
* Each card into the same network has a different MACAddr
" First bit on byte O has to be @ (otherwise it is a broadcast address).



IP CONFIGURATION

File Iwip.c
IP_ADDRESS[@] = 10;
IP_ADDRESS[1] = 16;

IP_ADDRESS[2] = 100;
IP_ADDRESS[3] = RACK_ID*16+GICS_ID;

NETMASK_ADDRESS[©]
NETMASK_ADDRESS[1]
NETMASK_ADDRESS[2]
NETMASK_ADDRESS[3]
GATEWAY_ADDRESS[©]
GATEWAY_ADDRESS[1]
GATEWAY_ADDRESS[2]
GATEWAY_ADDRESS[3]

255;
255;
0;
0;
109;
10;
255;
254,

@"ELEC' %

Cybersecurity Institute
Univ. Grenoble Alpes



Cybersecurity Institute
Univ. Grenoble Alpes

CARD COMMUNICATION PROTOCOL

m Simple requests derived from Modbus protocol
m Frame data defined in gics.h
» typedef struct GICSTransaction {
» unsigned char function;
» unsigned char magic; always GICS_MAGIC 0xd0
» unsigned short length;
» unsigned short data[255];
» } GICSTransaction;
m Elementary Functions
» #define GICS_READ 0x01
» #define GICS_WRITE 0x02
» #define GICS_DISCRETE 0x04
» #define GICS_ANALOG 0x08
» #define GICS_DA 0x10
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CARD COMMUNICATION PROTOCOL

m Request functions
» Combination of READ/Write and data type
» Read Analog/digital = GICS_READ + GICS_DA = 0x11
» Write Analog/digital = GICS_WRITE + GICS_DA = 0x12
m Anwsers
» Write requests are not answered
» Read answers have a magic humber 0xd1
m Default UDP port = 2015

m A Wireshark dissector exists



DATA EXCHANGE

m Write request (D/A)

No. Time

1 8.6eeeas
2 B.69988e39
3 e.1e145@

4

MYELEC.
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Cybersecurity Institute

Source Deztination Frotocol Length Info

18.168.20.2806 1e.16.188.56 G-ICS 64 Request Write DigitalAnalog
18.18.20.288 18.18.188.586 G-ICS 46 Request Read DigitalAnalog
18.18.1@8.58 1e.18.28.28@ G-ICS 64 Answer Read DigitalAnalog

¥

W

> Frame 1: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface ‘Device’NP
> Ethernet II, Src: Dell 39:ff:94 (c8:f7:50:39:ff:94), Dst: ©2:61:c5:03:00:02 (©2:61:c5:03:0
> Internet Protocol Versicn 4, Src: 1©.10.20.200, Dst: 10.10.1€0.50
> User Datagram Protocol, Src Port: 51306, Dst Port: 2015
v G-ICS Protocol Data

request: Ox12 (Write DigitalAnalog)

len: 18 ( Data Len )
v Analog Inputs to PLC

Analog
Analog
Analog
Analog
Analog
Analog
Analog
Analog

Inl:
In2:
In3:
In4d:
In5:
InG:
In7:
Ing:

512
512
512
512
512
512
512
512

Digital Inputs to PLC:860@0 BE61 ooee 0008

£eeg 82 61 c5 63 66 B2 c8 f7 56 39 ff 54 68 B0 45 68 afr smivine Peaea s
B0l 88 32 1lc 34 B0 00 80 11 ©0 D6 Ba Ba 14 cB Ba Pa vk airrins  mresesee

020
€030

& ¥ G-ICS Protocol [g-ics), 22 byte(s)

64 32 c8 ba @7 ) P | . . . .
62 60 ©2 00 ©2 00 B2 00 ©2 00 ©2 @0 ©2 00 €Ll Cogym - - vt

3

| Paquets: 24 - Affichés: 24 (100.0%)

|| Profile: Default

1
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DATA REQUEST

m Read D/A request

Ma. Time Source Destination Protocol Length
1 ©.e60000 l1e.1e.20. 2ee l1e.10.1e0.50 G-ICS
2 ©.8998e9 l1e.1e.20. 2ee 10.10.1808.50 G-ICS

[j 3 8.101450 le.l1e.1ee.5@ 1e.10.208.2e0 G-ICS

<

64 Request Write DigitalAnalog
46 Request Read DigitalAnalog
64 Answer Read DigitalAnalog v

Info

>

- Ethernet II, Src: Dell 39:ff:94 (c8:f7:50:39:ff:94),

» Internet Protocol Version 4, Src:
> User Datagram Protocol, Src Port: 51307, Dst Port: 2815

v G-ICS Protocol Data
request: ©x11 (Read DigitalAnalog)

len: @ ( Data Len )

<

- Frame 2: 46 bytes on wire (368 bits), 46 bytes captured (368 bits) on interface \Device\NPF
Dst: ©2:61:c5:03:00:02 (©2:61:c5:03:0¢

: 1©.10.20.200, Dst: 10.10.108.5@

2800 82 61 c5 83 @8 82 c8 f7 50 39 ff 94 e8 e© 45 o6
G019 0@ 20 1c 35 06 0@ 82 11 ©e eeQ ©a Pa 14 c8 ea ©a

@020 64 32 c8 6b 97 df ee oc [fgwls 11 do ee ee
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Mo. Time Source Destination Frotocol Length Tnfo ~
DATA REQU EST 1 6.000¢C00 10.10.20. 200 l10.10.108.506 G-ICS €4 Request Write [_}igi‘talhnalog
2 ©6.899809 10.16.26.2086 l1e.l1e.108.50 G-ICS 46 Request Read DigitalAnalog

. 3@.10145@ 10.16.160.50 19.1e.20.200 G-ICS 64 Answer Read DigitalAnalog :
< _ - >

B Read D/A Answer > Frame 3: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface \Device\NP|

» Ethernet II, Src: ©2:61:c5:93:008:02 (©2:61:¢5:03:00:82), Dst: Dell 39:ff:94 (c8:f7:5@:39:F
» Internat Protocol Version 4, Src: 1€.18.126.58, Dst: 1©.10.20.200
» User Datagram Protocol, Src Port: 2815, Dst Port: 51367
v G-ICS Protocol Data
request: ©x11 (Read DigitalAnalog)
len: 18 ( Data Len )
~ Analog Cutputs from PLC
Analog Qutl:2@29
Analog Cut2:2049S
Analog Cut3:2e46
Analog Cut4:2e46
Analog Out5:2848
Analog Out6:2049
Analog Out7:2652
Analog Cut8:20848
Digital Outputs from PLC:09068 €060 €008 0060

£ >

0060 c8 f7 50 39 ff 94 82 61 5 €3 ee 62 8 60 45 ee - PRy s v s
2010 ©8 32 00 @7 60 g0 ff 11 2e a6 @a @a 64 32 Ba Ba 8 B A ot veigdaa
2022 14 cB @7 df c8 6b 8@ 1le 5@ B7 NN EVA-Fa-Td - o= B

-El-IOE 01 07 fe 67 fe 86 08 B8 01 08 04 083 00 €0 B0
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PROGRAM MAIN LOOP (GICS.C)

m Request decoding and DI/O
» gics_udp_server_receive_callback
m Interrupt DA/C updater
» Update_DAC_Handler
m Analog I/O : directly handled via memory transfer
Protection relay signal adapter (sinusoidal signals generation)
» gics_update_DAC_vars

A/D and D/A conversion rules

DAC are 10 bits precision. Therefore DAC inputs are 0...1023 for a +/- 10V output
ADC are 12 bits precision. For a +/-10V input, the output will vary between 0 and 4095
Note that a small bias is to be expected



Classwork

- Synthesize a UDP frame to

- Request data from GICS card

- Write the set of boolean {1,0,1,0,1,0,1,0} to the output no. 1 — 8 of the GICS
card



Lecture 02: Process monitoring
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Ll;l Supervision
Running times
Job mnagement D ETH R ES >

. —
Stopping time
| Waiting time
Permanent dialogue | Machine parameters
With robots I_ LI;J . ..\
bUper\nsmn Supervision

Asean-Factori 4.0

17 - IMT UGA Grenoble — February 2022
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Synoptic: essential
function of the
supervision, provides a
synthetic, dynamic and
Instantaneous
representation of all the
means of production of
the unit

TH40
1l AEROBIE
FINITION

" Dermifre sesure
2202-1999 14:37:28

Asean-Factori 4.0 18 - IMT UGA Grenoble — February 2022



FACTORI

s Supervision functions
Curves:

- gives a graphical
representation
of different
process data

- gives the tools
to analyze the
historical
variables

Asean-Factori 4.0 19 - IMT UGA Grenoble - February 2022



Supervision functions
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Alarms

Consignation d'état

Calculates in real time the E

conditions for triggering

a | alrims Consultation des historiques {Filtre courant ;)

- Displays all alarms
according to priority rules

- gives management tools

- ensures the recording of

all the steps of the alarm )@  Fies 2 Acquittements 2

proceSSing General | .Pompu | | Palettes | :GTC-Gml General | | Pompes l Palettes | GTC-ETHl

Dt Hewe Lveaemend Libele Marmme

Asean-Factori 4.0 20 - IMT UGA Grenoble - February 2022
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Supervision functions

UCA

Universits B
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Name

Buzzer

COM1

Dewvsce ndormation
Fan

Farmware

Key

LED

Network ETH1
MNetwork ETHZ
FAM

SRS S SASSASNESEANS

HMI Service Center SN

Device test and diagnostics

Descrpton State

Tests the buzzer Passed °
Tests the serial port Warneng a
Feads devce informaton Passed .
Tests fans i PC and panels Pasted o
Reads ferrrrware information Pavied .
Teits dewice buttons and panel keys  Faded .I
Tests dewce LEDs and panel LEDs Passed ‘
Tests the network interface Warmeng 2
Tests the network interface Warnang 4
Tests the masn memory Funmng

Cycles= 11 Passect 7 Waming=3 Faded 1 Skpped 0

[

sop | [ pause | | o ones

Setings

21 =M1

UGA Grenoble - February 2022



4.0 Alarms UGA
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Circumscribe the cause of the feared event (cause of the incident)

Limit the impact of the event, protect (consequences)
Be able to assess the system after the incident: repair, reconfigure

(total and partial redundancies)
Reconstruct, recover the system: time required for it to be operational
again, what happens and what are the recovery steps? (Activity Return

Plan)

Other related aspects: robustness, resilience (ability to maintain the
system as well as possible in a situation of "attacks")

Asean-Factort 4.0 22 - IJMT UGA Grenoble — February 2022



Alarms detection UeA
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* TP (true positive) corresponds to correctly identified alarms

* FP (false positive) corresponds to authentic behavior
identified as faulty

* TN (True Negative) corresponds to the correct rejection of
authentic behavior

 FN (False Negative) corresponds to undetected failures

« Two metrics are used to evaluate the performance of alarm
detection

* True Positive Rate TPR=TP/(TP+FN)

=> 1 if no False Negative
* False Positive Rate FPR=FP/(FP+TN)

=> 0 if no False Positive

Asean-Factori 4.0 23 - IMT UGA Grenoble — February 2022



Historicization of the process:
- Allows the saving of time-
stamped events (selective
archiving)

- provides search tools in the
archived years

- provides the possibility to run
the synoptic again with
archived data (replay function)
- allows to keep a validated
trace of critical data
(traceability of production
data)

Asean-Factori 4.0

Supervision functions

24 - IMT

UGA Grenoble — February 2022
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FacTom: Supervision functions

llllllllll

Management of production lines and recipes:
- Provides a tool for managing production batches
- Manages the parameters of the machines for each batch (recipes)

Lakt

.

Cacao

I

Visualizaton
Produft /OF: 0

Asean-Factori 4.0 25 - IMT UGA Grenoble — February 2022



Classwork

- Select and study a manufacturing process and then design and list its
monitoring parameters



Lecture O3: Process control



Networked Control Systems (NCS)
-

Setpoint  Sum Controller Actuator Process
F(z) F.2) | F.z .
500 —_;O—» r | - a(Z) (z)
-1 '*;l]' ' "i |
Disturbances
Fc(z) *
Sensor

Network

Continuous/sampled Components - Hybrld System

—

Discrete events-components
Network influence

1. Delays

2. Jig

3. Packet loss

W N

JMT - Tutorial - Cyber-Security of Cyber-Physical Systems- Asean-Factori- 2022



Quality of Service and Quality of Control for
Safer Networked Control Systems (SafeNCS)

Communication networks are more and more used in control-based
applications with real-time and/or critical constraints.
Communication and Control aspects need so to be seen from a
global point of view. Communication (networks) is shared between
various applications, and some aspects such as wireless
communication and mobility needs to be taken into account in the
design of SafeNCSs. Two examples of SafeNCS can be:

A drone with very strict real-time constraints => control-oriented,
A pacemaker which is remote-supervised from time to time, the v -
infrastructure should protect strongly the integrity of supervision => / .., i@
security-oriented

Cyber-security of industrial systems is now a crucial issue => impact
of cyber-security to the safety of networks

In both cases, focusing on control and/or on security aims at
guaranteeing safety

-

JMT - Tutonal - Cyber-Security of Cyber-Physical Systems- Asean-Factori- 2022




Quality of Service and Quality of Control for
Safer Networked Control Systems (SafeNCS)

Quality of service aims at guaranteeing the best communication aspects,

focusing mainly on:

security aspects: to protect the communication, in order to protect confidentiality of
exchanges, integrity of data and control, authentication of actors of the SafeNCS.
availability of the network, for the considered control application, by allowing the
network to control the distribution of throughput as a function of the requirements of
the applications (priorities of applications). For that, we can study the network protocols

and mechanisms as well as the infrastructure.
Quality of control deals with the need of "automatic control” from the
point of view of control, diagnosis, supervision...
stability which means to guaranty the controllability of the system, despite the potential
unavailability of the network

performance which should be the best as possible in a varying environment, taking
account of minimal levels of security, stability and safety.

The presentation will present the problems, propose some approaches and
results, and orientations concerning the study of Safe Networked Control

Systems

JMT - Tutorial - Cyber-Security of Cyber-Physical Systems- Asean-Facton- 2022



Synthesis on the concepts

1.

0N Uk

Dependability : Confidence in the system to ensure its mission without
risk (or with a risk management)

=> Co-design approach (Network QoS <~ System QoC)
Functional safety: part of the overall safety that depends on a system or
equipment operating correctly in response to its inputs [IEC]
Cyber-security: Cyber security is the protection of systems, networks
and data in cyberspace [www.itgovernance.co.uk]
Networked Control Systems: Control System closed through a network
Complex systems, infrastructure, distributed systems
Embedded system, autonomous system, connected objects, loT
ICS : Industrial Control Systems
Cyber-physical systems (CPS): Marrying physicality and computation
[persyval-lab.org]
Our interest: To analyse CPS from the point of view of the potential
impact of the system in the physical world (dependability point of view)
due to a cyber-attack (attack in the digital world) and define the ways to
protect it

JMT - Tutorial - Cyber-Security of Cyber-Physical Systems- Asean-Factori- 2022



Safety/Dependability level (RAMS) of a
networked based system, wired networks

Drive shaft

Steering by wire

- Probability that the vehicle doesn’t turn, when it is
requested

- Probability that the vehicle turns unexpectedly

Difficult evaluation

Network more complex than a set of point-to-point links b
Network more complex than a delayed system sree,-,-nﬂﬁ,-re
Network-system Interaction

JMT - Tutonal - Cyber-Security of Cyber-Physical Systems- Asean-Factori- 2022



Dependability of networked-based systems
(Wireless Network)

15t vehicle (controlled) 2" vehicle (following the 1t one)

X by wire, brake by wire Automated driving (virtual train)
Braking Function
First vehicle — Second vehicle
Probability that the vehicle - Probability that it receives a
does not brake when it is braking information from the
asked for 1st vehicle, if everything is

Probability the vehicle correct for the first vehicle

brakes without any request ;

Existing system

Verification model (formal approach, Monte-Carlo simulations)
Non existing system

Design model: « ideal » model + dependability constraints

JMT - Tutonal - Cyber-Security of Cyber-Physical Systems- Asean-Factori- 2022



Embedded system
(Embedded wired network + Remote wireless
communication) with strong dynamics

Drone-helicopter

)
Definition of the mission ‘Q/A

Weak dynamics (normal displacement straight ahead) -
Strong dynamics (ex : slaloms between trees)

Disturbed communication environment (e.m.
disturbances, trees...) W %/
Quality of service of the network

High in critical situation

High in strong dynamic situations (if remote-control)
Lower other time

JMT - Tutorial - Cyber-Security of Cyber-Physical Systems- Asean-Factori- 2022
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Example: control specification

+ Sequential behaviour: finite state machine, determitist automata,
graphs with states and transitions

» Qutputs are function of inputs and internal state of the automaton

- Process: muxture (blending)
between two products in a
tank containing a blender

- Mixture between Product 1

vei M| ve (vellow) and product 2 (blue)
~—D<= - The blender 1s actuated by an
b | engine (M)
.

- At the end the mixed product

(green) will be evacuated

Fp/ VE
* through the valve VE

Pl C - UGA - Asean-Factori - JMT 36
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universice, & Example: control specification 4.0
Transition O

« Time TO

 When E switches from 1 to 0 (descending
front), which means the tank is empty, this
begins a new sequence

M VP2

Séquence

TO: EJ, VP11

Pl C - UGA - Asean-Factori - JMT 37
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Example: control specification 4.0

Transition O and 1

« Transition 0 : Opening of VP1 valve to add
yellow product in the tank
* Once the P1 sensor (level) is reached =>

Transition 1: VP1 is closed, and VP2 (blue
product) is open to add blue product

M VP2

~— <=

Séquence
TO: E|, VPI1
T1: P11, VPL|, VP21

P

Pl

PLC — UGA - Asean-Factori - JMT 38
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s Example: control specification

Transition 2

* Once the P2 sensor (level) is reached =>
Transition 2: VP2 Is closed, and M
(blender) is switches on

M VP2

Séquence

TO: E|, VP11

T1: P11, VP1], VP21
T2: P21, VP2|, M11

e

Pl C - UGA - Asean-Factori - JMT 39
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L s Example: control specification

Transition 2

* The mixing (blending) operation will last a
certain time. We use a timeout for that.

M VP2

Séquence

TO0: E|, VP11

T1: P11, VP1|, VP21
T2: P21, VP2|, M1t

PLC — UGA - Asean-Factori - JMT 40
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universce, Example: control specification

Transition 3

+ At the end of the mixing, we stop the
engine, and open VE, which is the
evacuation valve.

52 M VP2 Séquence
FTP<F 1.5 vpiy

P2 s T1: P11, VP1|, VP21
/__/ T2: P21, VP2|, M11

o s T3: M1}, VE1
. E /) VE
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UC-A . - FACTORI
univesice, O Example: control specification

Transition 4

* The tank is emtying, P2 is deactivated

gﬁ M VP2 Séquence
K E 1 TO: E|, VP11
P2 Tl: P11, VP1], VP21
/ T2: P21, VP2], M11
o T3: M1, VE1
T4: P2]

Pl

E VE
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UC-A . . ?J‘ICTI{)HI
univeric & Example: control specification

Transition 5

« Then P1 Is deactivated

M VP2

Séquence

TO: E|, VP11

T1: P11, VP1], VP21
T2: P21, VP2|, M11
e T3: M1}, VE1

T4: P2]

T5: P1)
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UC—A - - FACTORI
TR Example: control specification

Transition 6

 VE Is closed, the cycle is over
« \We can begin again

M VP2 Séquence
g [ ] TO0: E|, VP11
Tl: P11, VP1], VP21
T2: P21, VP2|, M11
13: M1|, VET
T4: P2| .
T5: Pl
T6: VE|
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Classwork

* Implement the ladder diagram of the mixture problem
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Lab O1: Process monitoring via
HM|



Human-Machine Interface

HMI provides a method of displaying information and obtaining inputs,

modeling the control system as a whole. HMIs do not typically provide any
way to modify the logic program



Add an HMI to the X

Device name:

project . |

TP_D Hl Device:
¥ (=3 SIMATIC Basic Fanel

v [ SIMATIC Comfort Panel
Double click the “Add new device” command Conolers / X b [ 4" Display

TP_D 7" Display
« [ TP700 Comfort

] TP700 Comfort
. [ 5402 124-0GC01-0AX0
Devices =
5 b [0 TP700 Comfort INOX PCT )
= = b [ TF700 Comfort INOX PCT Port._ Article no.: | 6AV2 124-0GCO1-0AX0 |
HIMI v [ TP700 Comfort Portrait Version: 16.0.0.0 B
* | 7] Project10 — » (4 TP700 Comfort Outdoor
B ~dd new device > » (=4 TP700 Comfert Outdoor Po... Description:
Ifl_g_tl Devices & networks ] p_|:| KP700 Comnfort 0" TFT display, 800 x 480 pixels, 16M colors;
= ¥ » 154 9" Dicplay uch screen; 1 :_LI".-'IPIJ'PRDFIBL_.IS DP, 1 x _
> WPLCT [EPU151.2E1 PN r'I;I . _FI - PRQFINETIndustrial Ethernet interface with MRP
» [k Ungrouped devices — b |03 127 Display ani| RTIRT support (2 Ports); 2 x Multimedia card
» 5§ Securitysettings systems » [} 15" Display
b |3 Cross-device functions — » (=3 19" Display
b ;] Comrman data ] p_|:| 22" Display
» [Z] Documentation settings ¥ [ SIMATIC Mobile Panel
k r:@ Languages & resources ] p_|:| HMI SIPLUS

] p_m Online access
» [ Card Reader/lUSE memary

Select the required HMI device

<] |

E‘Stﬂndevke wizard ok 1 | Cancel
.




The wizard that helps connect
——  to the available PLC is popped

~ Select the right PLC




HMI Device Whizard: TP700 Comfort

PLC connections

Check the connection’s info

Finish the wizard as other steps
are not necessary




Project10 » HMI_1 [TP700 Comfort] » Screens * Root screen

Devices
.

= ==z BIUSA At 3 s =2 —3s Ba s Bl s Ftosig

= Project10

‘:L’- Add new device SIEM ENS

gin Devices & networks

» [ PLC_1 [CPU 1512C-1 PN]
> i HMI_1 [TP700 Comfort]
UY Device configuration

% Online & diagnostics

1 Runtime settings

* [[F Screens N IS SIMATIC HMI: -

al e .
K ~Addnewscreen [ P T R

}_| Root screen
¥ [§] Screen management

b L= HMI tags
I3?4,lCu:m'ueu::iu:n: S S S S S D
HIM alarms SRR SSEE RS SEE SRS S SRS S RS SRS RS RS EEEEES SRR S SO R SRS S SS RS SRR R SRS

= Recipes I L i

U Historical data S S D R

b Ua Serips 0 (BN NI

] scheduled tasks [ N e e e s

[ Cycles e
b E] Reports N - il
i Text and graphic lists 0 N
b User adminiztstior NG

b e Ungrouped devices — [E T S % T T T T
b =@ Security settings

» @& Cross-device functions
J ‘i Commondata [ . T TTTTTTTTTTTIUTUITUTUUTITUTTTyttrrtty,

b |5l Decumentation settings | | |

¥ 4% Languages & resources
L Bl Rt~ Al e ., ... __________________ . ___________________ _________________ __________________ ________ _______ ________________ _________________ __________________

b [jgh Online access SESP REd BT ERSSESEES! DERSSASEN] IRSRSSARE REDSASSEN! DRASSASEN! BRSAORRTI] DEDSERRRN S5 '}
» [ Card ReaderiUSB memory S BB | Y N ISR SRS PSSISIT FRATEIREN! RESOTRITI BASSERRIT B \ '/ |

« | Details view

Marne



Project10 » Devices & networks

|5'? Topology view ||EE'h Network view ([} Device view

Devices

—r.
=i

¥ | 7] Project10
ﬁb'f\dd new device

o Devices & networks

(7@ PLC_1 [CPU 1512C-1 PN]
~ [ HMI_1 [TP700 Comfort]
[If Device configuration
4| Online & diagnestics
1 Runtime settings
= Tj Screens
B Add new screen
F | Rootscreen
4 '—L_E] Screen management
7 r:é HMI tags
%5 showall tags
ﬁl‘ﬁdd new tag table
=¥ Default tag table [2]
%2, Connections
4 HMalarms
o) Recipes
Il Historical data
» [ia) scripts
E Scheduled tasks
C',I Cycles
¥ _I—'E]]] Reports
£l Text and graphic lists

$9 User administration

-

4 Ungrouped devices
5§ Securitysettings

[2d Crossdevice functions
[g§ commen data

Eﬂ] Documentation settings
~

v v v v w

7

% Metwork| EF

PLC_1
CPU 1512C-1 PN

Connections | HMI connection

EEEEE

HMI_1

TP700 Comfort D

_| Network overview || Connections || /0 communication || VPN || TeleControl |

< [m

| v | |

'ﬂ' Local connection name .f Local end point Local ID (hex) Fartner ID (hex}  Partner Connection type

[=/]Tl PLc_1 [cPU 151 [ =] HMI canne

HMI_Connection_1 / E aaa

ction

Verify the device and network configurations

[>] [100%

[»| —§— 4

J General ” 10 tags

|_d|,, Properties ||"_i.'.|nfo y||ﬂ Diagnostics

General
Protocol setting
Access point

Time synchronization

.
w | Details view

Marne

” System constants ” Texts |
General
Connection
Mame: |HMI_Connection_1 |

T vl 1T«

Connection path

End peoint
Interface
Interface type
Subnet

Address

IP and subnet of the HMI are automatically set

Local Partner
s [HMI_1 | [PLC_1 [CPU 1512C-1 PN] |
: |HMI_1.IE_CP_1, PROFINET Interface_1[X1] [*]  [PLC_1. PROFINETInterface_1[x1] [+]
: |Ethernet | |Ethemet |
- [PNIE_1 | B [PnfE_1
: [192.168.0.2 | = [132188.01 |




* | 7] Project10
ﬁ‘b' Add new device
gy Devices & networks
» g PLC_1 [CPU 1512C-1 PN]
+ [ HMI_1 [TP700 Comfort]

\ [” Device configuration

) Online & diagnostics
'f Runtime settings
7 ﬁ Screens
“L' Add new screen
F | Root screen
r ﬁ Screen management
= % HMl tags
%z showall tags
B Add new tag table
% Default tag table [2]
%2, Connections
4 HM alarms
o) Recipes
Bl Historical data
b [ﬂ Scripts
5] scheduled tasks
*) cycles
r r§[|] Reports
4] Text and graphic lists
iﬁ‘ User administration
» 'id Ungrouped devices
» 5§ Security settings
] E Cross-device functions
» [g# Commaon data
b

Eﬂ] Documentation settings
P =T -

&
HMI_1 : : :
b However, the router information is to be
| manually set
< i |
J General || 10 tags || System c{h\stants || Texts
General [ Eth dd
= PROFIMNET Interface [X1] €me fesses
General Interfacd networked with
Ethernet addresses
Operating mode Subret: | PMIIE_1
b Advanced opticns | Add new subnet
IP protocol
@ SetIP address in the project
IPaddress: | 192 168 . 0 .2 |
v Subnet mask: | 255 _ 255 _ 255 . 0 |

w | Details view

Mame

T~ | <

Use router

Router address: | 192 . 168 . 0

=)

O IP address is set directly at the device




Project10 » HMI_1 [TP700 Comfort] » HMI tags » Default tag table [2]

Devices |

=L
Default tag table

* [ HMI_1 [TP700 Comfort] Mame a

Data type | Connection

PLC name |PLCtag Address  Access mode Acquisition cycle

[l‘f Device configuration <] Tag_ScreenMumber Ulnt <Internal tag> <lnd... 15
3| Online & diagnestics L | <Add new:- |
¥ FRuntime settings
h 5 o . . . ’
L screen The first thing to do is to manage HMI’s tag table
i b [§] Screen management
= E HMI tags
:‘é Show all tags | < ” m
v ﬁ""ﬁ.dd new taq table / L N . |
2¢ Default tag table [2] Discrete alarms Analog alarms Logging tags
............................................................................... |
Default tag table
* | 7] Project10 Ead Mame a ta type Connection PLC narme |PLC tag Address | Access rmode Acquisition cycle Logged  Source comrment
E Add new device <0 Tag_ScreenMumber JUint <internal tag= <lnd... 15
i Devices & netwarks <0 Tag_ScreenMumbe._. Uint <Internal tag= E B 15 D
b & PLC_1 [CPU 1512C1 PN] <Add new=
~ [3 HMI_1 [TP700 Comfort] il PLC_1 [CPU 1512C-1 PN] | |
Y Device configuration b [gg Software units
ro Marne Data type Address
3] Online & diagnostics / DL IR LS " None :
e ¥ 3 Technology objects :
'f Runtime settings | | < " / r‘iﬂ B < B Bool %I10.1
v [ Screens 1 / v @ FlCtags HE E Bool %1102
B Add new screen J Discrete alarms || Analog alarms || Logging tags |/ -4 Default tag table... :@ Mix ool %042
Bl e - / » [l Local modules m '
M v <2 F Bool %10.0
When the <Add new> is clicked, the next is to browse and link @ v ool %Q4.0
’ <0 W2 Bool %41
to a PLC S tag <1 VE Bool w43
e e ==
% Default tag table [3] <] M | <| m |

%2, Connections
4 HM alarms

Dﬂhuwall

=



Default tag table
- rfj HMI_1 [TP700 Comfort] Mame Data type | Connection PLC name  PLC tag Address | Access mode Acquisition cycle
Y pevice configuration | Tag_ScreenMumber Ulnt <Internal tag= <ndefin... 15
ﬂ Online & diagnostics i @l Level 1 ‘ |Bn:u:n| || HMI_Connection_1 E PLC_1 # E E <symbolic access= B 1s E
¥ FRuntime settings <Add news h
b ﬁ Screens \
b [§] Screen management
™ L M tags As a PLC tag is linked, it’s time to manually set its HMI’s tag name
45 Show all tags
B ~dd newtag table
% Default tag table [3]

Default tag table

Marme a Data type Connection FLC name | PLC tag Address | Access mode Acguisition cycle | Logged | Source comrment Comment

| Tag_ScreenMumnber Uint <Internal tag: <Indefin... 5 Set the reading Cycle to SOOmS

| Level 1 Bool || HM_Connection_1 E PLC_1 P E E <symbolic access= r:' 1s |
<Add news -
~+ [ HMI_1 [TP700 CO | |
Cycles
B NN Marme Cycle time Cyc..
la (D! . H ( ’ Z
PLC’s ‘P’ sensor is tagged in HMI as ‘Level 1 M 100m 100 il
™ sooms {500 mil...
. [':] 1s sec
| < " —m 2= 2 SEeC
=T C‘] 55 5 S5eC...
J Discrete alarms || Analog alarms || Logging tags ) 10s 10 SEeC...
1" 1 _rmin h | |m
i —— L 4 Il >
Default tag table :
MName Data type | Connection PLC name  PLC tag Address | Access mode Acquisition cycle
Il Tag_ScreenMumber Uint <Internal tag= <lUndefin... 15
51| Level 1 Boaol HMI_Connectian_1 PLC_1 P <symbolic accesss 500 ms
= | Level 2 Bool HMI_Connection_1 PLC_1 B <symbolic access» 500 ms
<4 Draining Bool HMI_Connection_1 PLC_1 E <symbolic accesss> 500 ms . , )
ST | Valve 1 Bool HMI_Connection_1 PLC_1 V1 <symbolic accesss 500 ms NOW, Ilnk a” the PLC S tag tO HMI S tag
T | Valve 2 Bool HMI_Connection_1 PLC_1 V2 <symbolic access> 500 ms as Shown |n thls table
51| Iixer Bool HMI_Connection_1 PLC_1 Ml -symbolic access> 500 ms
= | Walve E Bool HMI_Connection_1 PLC_1 VE <symbolic access» 500 ms



Now, it’s time to work with the screen. As the current sample is not complicate, the root screen is only used.

Project10 » HMI_1 [TP700 Comfort] » Screens » Root screen Toolbox =

Devices Options Iﬁ
B =2 || =] | k L it E [Dark default valug+] m
o

~ | Basic objects E’

g Project10 -~
_—Iﬁgjﬁ.dd new device F / é A (") D Ij A —
g Devices & networks — oF
» [ PLC_1 [CPU 1512C-1 PN] |k | L
= [ HMI_1 [TP700 Comfort] =3
[lT Device configuration g".
%| Online & diagnostics =
1 Runtime settings )
v |0 sereens I v | Elements S
ﬁﬁ.dd new screen _ — E
F_| Rootscreen 4 _I o~ ilj b@ ﬂg i]j %
r n_ﬁ] Screen management = e - =
~ [ HM tags ey =+ t::.i EL/,' N |
% showall tags - E
ﬁﬁ.dd new tag table a_
2 Default tag table [2] i E’
%2, Connecticns a2

A HMI alarms
~ | Controls

J Recipes
“ Historical data
v &) scripts
5] scheduled tasks
C’] Cycles
r I_E]]] Reports
3;:_;1 Text and graphic lists

4 &l
&
L
|

¥ <
Bl =
0]

E” syse | i




~ This circle is to be linked to a HMI tag to display its status

Select the circle and check its ‘Animations’ folder.
oo - This folder will deal with its change of appearance according to the changing

4 ofthelinked tag

27 Add animation b4

. «“
Double click at “Add new
. . ” . Select the animation you want to add.
animation™ to set Its appearance
<> Visibility
| Properties || Animations || Events || Texts |
! Animation types /
] Overview )
~ T, Display Displa |
| ‘F' LIS K 7 Dynamize colors and flashing oK __Ca nce
1 » .~ Movemnents > Misibility K A Make visibility dynamic




|_C3, Properties ||"_i.LInfD y"ﬁ Diagnostics

| Properties || Animations || Events || Texts
Appearance
Overview
~ & Display Tag Type
.?*': Add new animatiu:uy Mame: | | £ || @ Range
; Address: () Multiple bits

b & Movements

N () single bit |0 <]
: Range a Background color | Border color Flashing
u <Add new=
The appearance setting is now available
|§,Pmperties ||"_i.',lnfn y"ﬁ Diagnostics
| Properties " Animations " Ewvents " Texts
Appearance
Overview
= T Display Tag Type
B ~dd new animation Name: || |§|| w (&) Range

E

3 Appearance Address- [ ©DiagnosticsindicatorTag
b & Movements 4 Draining
40 Level 1

Range « |40 Level2

<Add new 4@ Mixer

4@ Tag_ScreenMumber
40 Valve 1 =
4 Valve 2

Browse and select the desired HMI’s tag. In this case, select the ‘Level 2’ tag.

T =l 1 <




|§.Pmper’cies ||"_i.LI|1f0 y"ﬁDiaglmstics |

Properties || Animations || Events || Texts ) . . . .
. It’s time to set the appearance of this circle based on its tag value
Appearance
Overview
~ T Display Iz / Type
iF Add new animation Mame: |Level2 / |§|| @ Range
g [Appearance Address: () Multiple bits
b & Movements E _
i Range a Background color Border color Flashing
u <Add news
- — As the tag ‘Level 2’ is binary, the first logic ‘0’ is automatically filled along with the
Properties " Animations " Events " Texts | [ , , - .
. default ‘gray’ color’ is being set.
PpEearance
Overview
~ T Display a9 / \ Type
iF Add new animation Mame: |Level2 I \ |§|| @ Range
o1 Appearance Address: () Multiple bits
b & Movements E
i Range Background color Border color Flazhing
- ¥[o = 1217.217. 217 = | 22 28. 49 (=] No []
<Add new=
/ \ TEETOTOTTeT
Ow
~ & Displa Tag Type
B ~dd ne\y animation Name: |Level 2 ER {s) Range
. g Appeararisg | Address: () Multiple bits
Add another logic > < Movements | Logic ‘1’ is also automatically set to default
E Range a Background color | Border color Flashing
0 [ ]217.217.217 | 24.28. 49 No
X 1 [ []217.217.217 | 22.28. 49 No
<Add news= | |




| Properties || Animations || Events || Texts I
[ pppearance The concept is to change the circle’s color to
Overview EEEEEEEN be green of the tag ‘Level 2’ is changed to ‘1’
- ®, Display i EEEEEEEN
ﬁ Add new animation Name: |Level 2 = g gli'g = = E |§|| @ Range
F% Appearance i Address: OOOROO@E O () Multiple bits
b 2 Movements ! O000ON D00 single bit o [7]
’ LICICIL ] LI} — -
H e Morecolort\. [ v Select the desired background color for the
1 17,217,217~ il 24 28,45 [=] no [~ |OgiC ‘1
<Add new:- I
Appearance
Overview
~ % Display Tag Type
B ~dd new animation Name: |Level 2 |§|| {*) Range
=% Appearance: i Address: () Multiple bits
b~ Movemnents ‘ Single bit o [<]
. C Fange Background coler  Border color Flaching
Already Set the l|0g|c 1’ Of i 0 t”:l 217, 217, . E- 24, 28, 49 E Mo B
this circle to be green _5 I N I e B
<Add news
i
SIEMENS ‘R .......................................................................... ~l. | Basic objects
simatic i | OOt screen /A

..............

identify the circle

To avoid confusion, a text label is dragged and dropped to

_V

/

- | Elements

oE o Y Ll

= K




Now, repletely add circles and
labels to show all available HMI’s
tags

Don’t forget to link each added
circle to its correlated tag

Manually edit the text to ‘Label 2’ which is matching its tag




If there is no error in compilation, click this button

As everything is ready, it’s time to compile the HMI _
to simulate the HMI

Project Edit  View Insert Online Options TDD|NE!DW Help/

¥ (% L] saveproject S ¥ i g X )& (# o NG B RS Goonline i@ g2 [N B x i
Devices
) =l = BIUSA At R g =3 —s Becis Bl oty Ftosig
b g Local modules ”~ SlEMENS : R t - 12!31}12050 2
~ [ HML1 [TP700 Comfort] g A .| ROOL screen V' o
1Y pevice configuration SIMMC HM' .......................................................................... - 10:59:39 AM
%| Online & diagnostics :::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::'

T Runtime settings | . ‘

5 Screen: The HMIdevice must |

e | De selected to indicate [EEEEEESESEIEEEEEEE RS R
R thatthedevicebeing ;;_L:e_h_'el_2;O::::::::::::::::",‘:::::::::::::::::Q::\.falve:l:::::::::::::::::::::::.

A HM alarms . . e et
i) Recipes complleand5|mulate|s R R R R DR DR e
Wl Historical data this HMI BN A

b LB Scripts
5] Scheduled tasks
] Gycles

b =] Reports

ti] Text and graphic lists
i, User administration
b i Ungrouped devices
P =@ Security settings
b 3 Cross-device functions
b (g8 Common data
b 5] Docurnentation settings
P Q) Languages & resources

i -
b g Online access




Simulating an HMI

* HMI simulation is an independent
session that sync with the targeted
session of PLC simulation

e Actually, it doesn’t matter which one is

running first

e Personally, running a PLC simulation first is

recommended

e |n this case, run the PLC simulation first,
and make sure the operation is correct

* Then, run the HMI simulator, they will
automatically synchronized each others

PLC Simulator

$F 7% D4 a E
m Address | Display format MonitoriModify value Co...
|7 Project10 -a _Timer, Time T#5 T#
[ PLC_1[CPU15... -a C_Timer. Time T#O TE..
[5 siMtable - C_Timer, ool FAL! FA..
B Add news... -a C_Tim ool FAL! O Fa.
B Brows - P 3%110. ol FAL [ Fa
=2 SIMtabl - P %110.1 o FAL [ Fa.
[&2 Sequences -a | %l110.2 ol FAL! FA..
I Add ne -a %0Q4.0 ool TRUE FA..
28 Seque [ = - %041 ool FAL FA...
» g Eventtabl - %042 ool FAL! FA
-a %Q4.3 0 FAL! FA

Automatically synchronized as set
in the TIA Portal

SIEMENS SIMATIC HMI

mmmmmmm Y a3 H M I S| mu |ato r
o Programme d







Microsoft Game DVR

SIMATIC WinCC Runtime Advanced




Exercise

- Modify the problem to contain another mixer, and monitoring its
status in the HMI



Lab 02: Process control via HMI



PLC’s Inputs/Outputs

Process control via HM|

)

<

De#iceHet

Field Devices

Process information>i

Supervisory Network

<User command

HMI are never meant to interfere with the PLC inputs as
*-| they must represent the real situation

But, the output of the PLC can be manipulated by the HMI
in order to override or suspense the normal process if there

are necessary factors



Start/Stop the process from HMI

e Add a control switch to start

and stop the whole process

e V1, V2, Mixer and VE are off

as the switch is off

* VD or ditching valve is
added to ditch the
remaining liquid in the tank
as the process is forced to
stop

e VD is on as long as the
process is forced to stop

......................................................




Project10 » HMI_1 [TP700 Comfort] » Screens » Root screen Toolbox |

Options

i}
|=
I&
I
Ik,
1l
|
ks
et
|4
i
e
-
b

k L@ E

b | Basic objects

¥00|00 | 25)|_ =

7 A A
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suonewiuy B ”

nodeq Il
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=] Propel

J Properties Animations || Events || Texts
=¥ Froperty list Fomem
5 | v
ENEera
Process Mode
Appearance —
Fill pattern \’?ﬂ“\ E| Format: |Switch
Desi
Es1gn I PLC taq: s
Layout i Label
Text format il Address:
Flashing g value for " I:E @ Show label
Lirnits Title:
C { 1 fl
StylesiDesigns 15/500
£ ON:
Miscellaneous
security OFF: | OFF




Project10 » PLC_1[CPU 1512C-1 PN] » PLCtags » Default tag table [68]

Devices

=5 2|z B TH
Default tag table
* | 7] Project10 Ead MNarme Data type Address Retain  Acces.. Writa_. Visibl_. ¢
B ~dd new device ] @ P Bool %110.0 v ™ [~
Eg-h Devices & networks 2 1] B Bool %I10.1 @ E E
e
~ [ PLC_1 [CPU 1512C-1 PN] = @ E Bool %1102 o] [~ ™
I} Device configuration 4 | V1 Bool w040 ™ ™ v
% Online & diagnostics 5 -1 V2 Bool %041 @ @ @
» g Software units Els <00 Ml Boal %042 ™ ™ [~
k r:a_ Program blocks 7 1] VE Bool W43 @ E E
b r:-;ﬂ. Technology cbjects 8 @| VD _|Bn:n:n| w044 Izl @ @ @
] _-.- External source files 9/ Add new
~ _a F‘LEtag; v

%5 Showall tags |
"‘ Add new tag table

.ha Default tag table [68]

With no HMI tags for the added components, return back to the PLC
- Add new valve ‘VD’ and set its address



The user command from the HMlI is not input and output of the PLC.
- So, its tag is not | (input) or Q (output)

Project10 » PLC_1[CPU 1512C-1 PN] » PLCtags » Default tag table [69]

Devices

kS ol ERJET TRl
Default tag table
> | 7] Project10 E Mame Data type Address Retain  Acces.. Writa..  Visibl. |Supervis_.
ﬁ""ﬁdd new device B E <] E Bool %I10.0 @ @ @
ﬁﬁh Devices & networks 2 | B Bool %I10.1 @ @ E
~ [ PLC_1 [CPU 1512C-1 PN] = 4@ E Bool %110.2 ] ™ ™
I} Device configuration 4 | V1 Bool %040 @ @ @
% Online & diagnostics 5 < V2 Bool %041 @ @ E
v @@ Software units Els | Mix Bool %042 ™ ™ ™
b r:i:; Program blocks 7 | VE Bool %043 @ @ E
¥ [ Technology objects 8 | VD Bool 4.4 ™ ™ ™
] External source files 9 <41 on Eool =) | %m0.0 [=] \E~ ™ i
7 r:a PLC tags 10 Add new —
% Show all tags | 4 Operand identifier: _
' Add new tag table Operand type: | ‘L |"r

» [ PLC data types

» [ watch and force tables Bit number: |D M
v & Online backups 1
r ETraces

- As it is to be received from the HMI, it is not input or

A tag named ‘on’ is added to set the output.

status of the process to be on or not. - So, just put it in PLC’s memory (M)
- Its value is to be controlled by the HMI

|
2 Defaulttag table [69] ,
| q : Address: |IZI |
|




Put the control variable into the ladder

W10.0 W10 W10.2 W0 .0 A0
“pe g g “on® 1"
/1 /1 /1 | | { )
W10.0 101 102 W0 .0 W41
IPI IBI IEI ll:ln l'llfllzl
{ | /1 /1 { | { )}
W10.0 W10 W10.2 W0 .0 W42
“pe g g “on® "I
] | ] | | ] |
1 I 1 I |/= 1 I : '5
“DB2
“IEC_Timer_0_
DE_1"
a2 TON W0 .0 W43
"I Time “on” “VE"
] | ] |
1 | IM Q 11 { }
PT ET
102
IEI
I 1
1 |
W00 WA
“on” “WD"
|
/1 { }

V1, V2, Mixer and VE are off as
the switch is off

VD is on as long as the

process is forced to stop



Config the

MI to control the tag

Devices

Project10 » HMI_1 [TP700 Comfort] » HMI tags » Default tag table [11]

-'\.l.r
=5

« [ HMI_1 [TP700 Comfori]
[I'f Device configuration
% Online & diagnostics
1 Runtime settings
W Tj Screens
K Add newscreen
F | Rootscreen
V p_]}] Screen management

- [ HM tags
% Show all tags
K Add newtaq table

22 Defaulttag table [11]

Y
Default tag table

Mame
Draining
Level 1
Level 2
Mixer
Tag_ScreenMumber
Walve 1
Walve 2
Walve E
Walve D

on

\
NN -N-N-R -

e

<Add new=

Data type
Bool
Bool
Bool
Bool
UInt
Bool
Bool
Bool
Bool

Bool

Connection

HMI_Connectio...
HMI_Connectio...
HMI_Connectio...
HMI_Connectio...

<Internal tag=

HMI_Connectio...
HMI_Connectio...
HMI_Connectio...
HiI_Connectio...
HMI_Connectio...

FLC name
PLC 1
PLC_ 1
PLC 1
PLC 1

PLC_T
PLC_T
PLC_T
PLC_*
PLE_1

W1

W2
WE
WD

on

First, update the HMI tag table with two new tags from the PLC

Then, link these new tags to the screen components



Link the ‘on’ tag
to the switch

Contrel®

OFF

=] Propei

J Properties
¥ Froperty list

General
Appearance
Fill pattern
Design
Layout

Text format
Flashing
Limits
StylesiDesigns

Miscellaneous

Security

|| Events

|| Texts

&Animations

-

T =il 1 =l

General

Process

Tag:

PLC tag:

on

Address:

Bool

Mode

Format: |Switch

Label

E Show label

Title: | Process Control

ON: |ON

OFF: |OFF




Project10 » HMI_1 [TP700 Comfort] » Screens » Root screen

Tahoma H[e[x] BT USANrt=E: Az s gs T3 —32 BMadhs Erlila g Fiosld
SIEMENth12f31f2000
SiMATIC Hi;  ~OOL SCreen ' 10-50-39 AM

O 1 e a =t =rm 07111 L« A T A PP

i??i??i?iibr@éiﬁiﬁﬁOi??i?iifiii - ii?i??ii?O??ﬁéﬁlﬁe@E?ii?i??i??i?ii?i??i??i?

As it is a switch, the tag
connections is enable by
default

Properties Animations || Events || Texts

\ . / Tag connection
Config its property and tag if [ oser

Add new animation Mame: |Process value

they’re not automatically set by [, . cissss ==

previous setting da 7

Address: Bool




Update Valve D

Properties ” Animations " Events " Texts
Appearance
Overview
i Ta ! —

- i DISPIH)" g yp

Il ~dd new animation Name: |[TINEYD) . -

-z Appearance PR O -
b X Movements "

i Range a

0
1

<Add new:s

Background color

=\ ]217.217, . [+ 2=.

I 0. 255, 0

Border calar

-

28, 49
28, 49

Flashing
Mo
Mo




Project Edit View Insert Online Options Tools Window Help

Cf 1l saveproject @ ¥ = 5 X D (¥: ﬁj[ﬂﬂln?r

Project tree m 4 '
| Devices

Project Edit Execute

Cf (Y i saveproject ¥ =

Options

H-% H§ —%:L

Compile and run the PLC simulator

Tools  Window Help

BX O O750 (][R oW H] =

RC Siemens - C:\Users\roung\OneDrive - Mae Fah Luang University\PLC\Simulation\Project10\Project10

Totally Integrate:

4

> | 7] Project10 A

ﬁ"" Add new device -t = -

Egn Devices & netwarks . w Block tit B
r.m PLC_1 [CPU 1512C-1 PN] -

[ %

* ] Project10
» [ng PLC_1[CPU1S.
» [ sIMtables

==
F [Em Sequences

P g Eventtables

If the previous simulation
project is being used,
download new config and
code to the simulator

y

Project Edit View Insert Online Options Tools  Win Help

i Eseveprojet S ¥ EH Z X M D EEHER

Project tree a4
| Devices

=

if}

WL =L

T E

Display format

Maonitorifodify value
THOMS
THOMS
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE

Bits

bl

Co..
T#...
T# ...

] Fa.
[ FA.
[ FA
[ Fa.
[ Fa..
[ FA
[ Fa.
[ Fa
] Fa.

| & | 7w

$¢ 7% D¢ a
Mame Address
-4 “IEC_Timer_0_DE... Time
-1 “IEC_Timer_0_DE... Tirme
-0 “IEC_Timer_0_DE... Bool
- “IEC_Timer_0_DE... Bool
-0 pE=E %10.0:P Bool
- “B=:F %I10.1:P Bool
- ERE %I10.2:P Bool
-4 “W1" %040 Bool
-1 w2 %041 Bool
- * i %042 Bool
-~ “WwE" %043 Boal
L B

"

g
R

V2" N

"Il =

“E"

D"

“on” Fl

* | 7 Project10 A
ﬁ"" Add new device
gy Devices & networks
~ 7 PLC_1 [CPU 1512C-1 PN]

1. ™Y

1 =l = — -

* Block title: “Main Frogram

Update the SIM table with new PLC tags

N\



Add new tag to the SIM table: —

Project tree

0l 4 SIM table_1

L
[
X

w7 r_‘| Project10

» g PLC_1[CPU1S.

~ [ sIMtables

ﬁ"" Add new 5l...

ﬁ:" Browse

=) siMtable_1

= E Sequences

B Add newse

& sequence_
q
» g Eventtables

1

B

‘on” and ‘VD’

FEF 7% D a =
| MNarne | Address | Display format Monitoribodify value Bits | Co..
- *IEC_Timer_0_DB... Tirne T&#55 T# ..
- "IEC_Timer_0_DB... Tirne TH#OMS T# ...
41  "IEC_Timer_0_DE.. Boal FALSE " FAL
40  "IEC_Timer_0_DE... Bool FALSE [ Fa.
4 PP %I10.0:F  Boal FALSE [ FA.
@ B %I10.1:F  Bool FALSE [ Fa..
4 CEP %I10.2:F Boal FALSE [ Fa.
a vt %040  EBool FALSE O FAL
- "y2" %Q4.1  Bool FALSE | FA..
-1 " Mix" %042  Bool FALSE | FA..
@ e %043  Bool FALSE T FAL
| < “on" %MOO0  Bool FALSE . FA..
a  w %Q4.4 am:-/ TRUE V] F..

- | N
(<] ) . N 3
) - | = | == N

AN

The tag ‘on’ is initially off, all other tags but ‘VD’ are off




M

Project tree

* | ] Project1o

S22 7% D% a

ﬁ Add new device
é Devices & netwarks
v [ PLC_1 [CPU 1512C-1 PN]

= o X
0 4 Project10 » MLC 1[CP

I+t

HF A —0— 7f

¥ Block title: "Main Prog
Comment

Now, compile and run the HMI simulator

L - Root screen ~
Options

=]

MNarne

Aada

"IEC_Timer_0_DB...
"IEC_Timer_0_DB...
"IEC_Timer_0_DB...
"IEC_Timer_0_DB...

Time
Time
Bool

Bool

Bool

TH#OMS
TH#OMS
FALSE
FALSE

v |Dpelatcr par|

= @ 57-1500|

5|00} auljuQD

[ RuUNiSTOP

ERROR

TRUE

The SIM table of PLC and the screen of
HMI are being compared

FTAT N

X1

A | [A

As the process is initially off, any device but ‘Valve D’ is off






Microsoft Game DVR

SIMATIC WinCC Runtime Advanced




Exercise

- Try to put the “Pause” button to just pause the process without
flooding the mixed liquid



Lab 03: Emulation card



HARDWARE IN THE LOOP SYSTEM

Home made electronic interface card

P 24 sensors and 24 actuators
= 16 digital inputs / 16 digital outputs
= § analog inputs / 8 analog outputs
P Less than 500€
P> Reasonable timing performance (<10 ms

p Easily chain (Ethernet addressing)

response time)

Cybersecurity Institute

Univ. Grenoble Alpes

@"‘i;ijELEc. %

= SOl =aopC

T10ON

FDUMHWD

MATLAB
SILINK o

- -~-f“'II _.‘_'.-_. : 1




Configuration

e GICS’s I/O are
PLC1/0O are manipulated in a

| E—
c -
s -
o -
s -
- B

programmed in special program

TIA Portal called “GICS
Tester”.




Wiring ‘ GICS card

Ethernet

Programming/ Controlling/
monitoring monitoring




B GICS Tester

Card’s IP
address [TargetIF' } Port

Card’s ’
(A::n \ (AH Card’s
analog a2 BE A2 analog

outputs .!:' S - . inputs

AC4 512 Ald

or PLC’S GIC5Tester= ADS 512 AlS or PLC,S

Shortcut

analog Ac6 HIE A analog

AQY 512 AlT

InpUtS \ADE» 512 k;ﬁ.lﬂ . OUtpUtS
Card’s digital " B B EEEEEREEEBEEREREERB Card’s digital

101 102 103 104 105 106 107 108 109 110 M1 N2 113 14 115 116 :
OUtpUtS >IIIIIIIIIIIIIIII*_

/) ’
or PLC’s 001 002 003 004 005 006 007 008 009 010 011 012 013 014 015 016 or PLC’s

digital inputs digital
outputs




Problem: Simple inputs and outputs

e Input 1 on = Output 1 on
 [nput 2 on = Output 2 on
* Input 3 on = Output 3 on
* Input 4 on = Output 4 on
* Input 1 off 2 Output 1 off
* Input 2 off 2 Output 2 off
 Input 3 off 2 Output 3 off
 Input 4 off 2 Output 4 off



Configuration

Device name:

PLC_1

e Create a project with PLC ——
of firmware version 2.5

tI:I ntrallers

~ [ cPU
» [ CPU1511-1 PN
v (B CPUIS11C-LPN

« [ CPU1512C-1 PN
Il 5E57 512-1CK0DO-0ABD
[l 5E57 512-1CKD1-0ABD

PC systems

L i CFUTSIE 2T

» (I CPU 1516-3 PNIDP

» (i CPU 1517-3 PNIDP

» [ CPU 15184 FNIDP

» (I CPU 1518-4 FNIDF ODK
» [Ijj CPU 1518-4 PNIDP MFP
v [ CPU1511F-1 PN

» [ CPU1513F-1 PN

» [ CPU1515F-2 PN

» [ CPU 1516F-3 PNIDP

Device:

CPU 1512C-1 PN
Article no.: | 6ES7 512-1CKO1-0AB0 |
Version: |‘uf2.5 |T|
Description:

CPU with display; work memaory 250 KB code
and 1 MB data; 48 ns bit instruction time; 4-
stage protection concept, technology
functions: motion control, closedJoop
control, counting & measuring; tracing;
PROFIMET IO centroller, supports RTIRT,
performance upgrade PROFINETVZ2.3, 2 ports,




Network configuration

Select Ethernet symbol

Add new subnet

/

Set IP and Profinet ——

\

Operating mode
b Advanced options
Web server access

£ Il

PRO

JGeneraI || 10 tags || System constants || Texts |
SeTrered 5ul PNIIE_1
Time-ofday synchronization

IP protocol

10 1 25 191

-

\

.\p

285 . 26k . 2BE . O

10 .1 . 29 254

PROFINET

PROFINET device

Converted na

Device number:



PLC tags

Output of the emulator card is
mapped to this module

Set inputs and outputs

,Tﬁg- [ PLC_1 [CPU 1512C-1 PN]

Rail_0

L<]

General 10 tags || System constants || Texts

N-N-N-

N-N-N-

Marne

Input 1
Input 2
Input 3
Input 4

Qutput 1
Output 2
Output 3
Output 4

Type
Bool
Bool
Bool
Bool
Bool
Bool
Bool
Bool
Bool
Bool
Bool
Bool
Bool
Bool
Bool
Bool

Bool
Bool
Bool
Bool

Address
%I1Z2.0
%121
%122
%123
%124
%125
%126
%27
%I13.0
%131
%132
%I13.3
%134
%I13.5
%I13.6
%137

%Q6.0
%061
%062
%063

Tag table

Defaulttag table
Defaulttag table
Default tag table
Default tag table

Defaulttag table
Defaulttag table
Default tag table
Default tag table



Programming the PLC

- Network 1:

W12.0 W60
“Input 1° "Output 1°
| | [
11 LI
W12.1 W61
“Input 2° "Output 2°
] 1 I 3
11 LI
122 W62
“Input 3° "Output 3"
| | [
11 LI
W12.3 W63
“Input 4 "Output 4°
| | [
11 LI



Compile and load config/code to PLC

In practical, at this point, the code and config are to be loaded to the destination PLC.

LY
(P

o
' Compiled codes and o
E:&W-Eﬂ configs
= Download
TIA Portal runin a PC

If there is no error, the TIA Portal and the targeted PLC are svnchronize. The PLC will run automatically but the

My

Portal can monitor and debug. o

100 o 1 4 3 4 5
Rail_0
k
Y 10

_ Synchronize
TIA Portal run in a PC

(7

(7




TA Cinmmoem- Colllooscloceenciimofiefeon Blnc Cobfeenncot '"'IiVE'I'EimPLClﬁUtGI'I'IETiGI"I‘lFiI'I'I'IWEI'E 2.5\PI’G].E(I1 1I.I-"I'('.!].E“C.'Ii'l

dow  Help

Compile and download S o Y 0= ot eevemorres
PLC_1 [CPU 1512C-1 PN] » Program blocks » Main [OB1]
to the PLC

= | ] Projectl Name
E Add new device 1 <@ * Input
ain Devices & networks 2 g1 Initial_call Bool Configured access nodes of "PLC_1"
m .
~ L PLC 1 [CPU1512C1 PN] 3 |4 m. Remanence Bool Device type Slot Interface type | Address Subnet
[IY pevice configuration CPU 1512C-1 PH 1 X1 PHIIE 10.1.29.191 PHIIE_1 I
ﬂ Online & diagnostics - A =) —_ 1
= r;al Pragram blocks . -
B’ Add new block * Block title: “Main Program Sweep (Cycle)
& Nain [0B1] Comment
F3 S
4 r_iﬂ Technology objects - Network 1: :
] External source files L I [~]
- Comment
b [ PLCtags [ FLCSIN [~ @
[ c
¢ ;ﬂ R 912.0 Connection to interfacelsubne Flease select... ©
¥ gl Watch and force tables "Input 1° : Tl Realtek PCle GbE Family Contraller ®
. st gateway: o
» &) Online backups | | . : Rl Intel (R) Wi-Fi 6 AX201 1600Hz
b [ Traces Fall Microsoft Wi-Fi Direct Virtual Adapter
= g = : I G . N
» L@ OPC UA communication w11 Selecttarget device: il Microsoft Wi-Fi Direct Virtual Adaprer <2 :E
¢ [l Device proxy data “Input 2° - -
ik . npu Device Device type Interfac
03 Program info | 1
. 11T
[f PLC supervisions & alarms
£] PLC alarm text lists
J rt-l Local modules 2.2
et Select Ethernet card to
[ % Ungrouped devices 1 1
. . 11
* E:. Securtysettings Flash LED
3 L]
et e be targeted interface
e .
b g¥ Commeon data *Input 4"
[J _rf-[ﬂ Documentation settings 1 1
11
» % Languages & resources ; ; ; ;
» (5 Online access Online status information: [ Display only error messages
v [ Card Reader/USE memary
- T
Llatalls o | General || Cross-references || Con
@Iml Show all messages g
. . . Load L I
Compiling finished (errors: 0; warnings: 0} = | | =
Ble oo o - 4o | | N




Extended download to device

Flash LED

Cnline status information:

Configured access nodes of "PLC_1"

Device Device type Slot Interface type | Address Subnet

PLE 1 CPU 1512C-1 PN 1x1 PMIIE

10.1.258.191 PMIIE_1

Type ofthe PGIPCinterface: B PNIE

Ed

PGIPC interface: Rl Realtek PCIe GbE Family Contraller [~] ©

Connection to interface/subnet: | Directatslot "1 X1 F| @

Ist gateway: |

-] @

Select target device:

Device Device type Interface type
= PMIIE

Show all compatible devices |T|

Address Target device

Access address —

Startsearch

|:| Display only error messages

Load | | Cancel

Search for the PLC in the

subnet




Extended download to device

-

| | Flash LED

Online status information:

Configured access nodes of "PLC_1"

Device Device type Slot
PLC_1 CPU1512C-1 PN 1X1

Type of the PGIPC interface:
PGIPC interface:

Connection to interfacelsubnet:

Interface type | Address Subnet
PMIIE 10129191 PMIIE_1
®_PHIE [~]

|@ Realtek PCle GEE Family Contraoller

| Directatslot "1 X1

[~] ©

-] ©

I~ €@

15t gateway: |
Select target device: Show all cormmpatible devices |v|
Device Device type Interface type Address Target device
PLC_1 CPU 1512C1 PN PMIIE 10.1.29.191 PLC_1
= = PMIIE Access address =

I Found accessible device Accessible device

0 Scan completed. 1 compatible devices of 4 accessible devices found.

Scan and information retrieval completed.

Y2 Retrieving device information...

W search

D Display only error messagef

< m] 5]

[ Load

] [_gancel

Found the targeted PLC

and select it

Load the config and
code to the PLC




Load preview

X
9 Check before loading
Status ! Target Message Action
4 @ ~ P Ready for loading. Load "PLC_1'
(/] b Software Download software to device Consistent download CheCk the Ioad I ng
ﬁ Text libraries Download all alarm texts and text list texts to device Consistent download Optlon
<] T / B
/
Load the config and

ond

code to the PLC




If the download success, make the TIA portal online with the PLC

l

s, EAEPEr @[T el = G &7

Main

- Open the GICS Tester
Mame Data type Default value Cornment
@ ~ Input - Put the IP address “10.1.29.194”
2 | e Initial_Call Bool Initial |:.E|II|:|fth|5 OB . _ CheCk |f the Status iS blue or nOt
3 g . Rernanence Bool =True, ifremanent data are available

HF HiF =~ —_ 4
B GICS Tester - O ot

- Network 1:

Target IP 10.1.29.194 Port (]
W12.0 W60
"Input 1° "Output 1"
e 1 Fes FE.
w121 %061 N
“Input 2" "Qutput 2" A3 -
| o= e e . —— - - A4 1725 Status
%122 %06 2 .
"Input 3° "Output 3" ALB -
T F— FEN

2007

w123 W6 3
"Input 4" "Output 4°
b R H B E EEE B EEEEEEERE
T e e \ ===

01 102 103 104 105 106 107 108 109 1O 11 12 M3 14 5
A B B B EEEEENEEERN

001 002 003 004 005 006 007 008 009 010 011 O12 013 014 015 (

- Network 2:
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is not blue
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reset the card at this button.

i h et
weree |T the status bar in the GICS Tester
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| I e |

b Al —O— —_ B GICS Tester - O X

- MNetwork 1:

nment Target IP 10,129,194 -
W12.0 %0Q6.0

Input 1 Output 1 A -

02 BB

21 Q6.1 AO3

'”=P“;_2________________________________________ _________f’f{tp“;_z___q AO4

AQS 512 -

w122 U6 2 ACE
“Input 3" "Output 3" L -

? S U _{P o AOT I 005> |

ADE AlS

Ln
iy
=]
[t
[=}
®

w123 W6 .3
vEE BN B BN BN BN BN BN BN BN B BN BN BN BN
101 J102 03104 105 106 107 108 109 MO N1 N2 M3 14 N5 116

HE B F N E E E R EEEEEETRN

001002 003 004 005 OUG-007 008 009 010 011 O12 013 014 015 016

SIEMENS

iy i
03%0
00

- Click to turn on “101” of the card

FACTORI

Gkt - - PLC’s “Input 1”7 will turn on which will also
=
S E :| turn on PLC’s “Output 1”
- - .
d & #\ - The card’s “O01” will turn on

e
fs

[

f/ - 1/0 lights on the PLC module are lita



HF ik =~ - £

- Network 1:

w120
"Input 1

Wiz
"Input 2"

FTACTORI
4.0

Erasmus +

Co-funded by the
Erasmus+ Programme
of the European Union

mming

s I . |

B GICS Tester

Target IP 10.1.20.194 Port PR
%0Q6.0
Qutput 1 201
02
%06.1 AO3 1723
Output 2 A4 1729
0
062 06
oupt sor
A AOCE LU 2045
%063
“Output 47 4 & A E E E EEEEEEEEE
O I01 102 103 104 105 106 107 108 109 10 N1 112 N3 N4 N5

16
|

001 002 003 004 005 006 O07 008 O09 010 011 012 O13 014 015 016

- Turn on two inputs to the PLC: “101” and

“102” on the card

- Two inputs and two outputs should be

turned on



“HF ik —0— — £

-

Network 1:

W12.0
“Input 1°

121
*Input 2*

W22
"Input 3°

FACTORI

4.0

Erasmus +

Co-funded by the
Erasmus+ Programme
of the European Union

&1 ¥

B GICS Tester — O >

Target IP Port
06 .0
Output 1 201
a0z
6.1 03
"Output 2° A4
A0s
6.2 06 o5 |
"Dutput 3" AOT -
ACS Y 0047
6.3
"Output 4° 4 ¥ M M B A B B B EEEEEEE

101 102 103 104 105 106 107 108 109 1O N1 N2 M3 14 N5 16
HE B B EEEEEERERN

001 002 002 O04 005 006 007 008 009 010 O11 O12 013 014 015 016

- Turn on all inputs to the PLC: “1017, “102”,
“103”, and “l04” on the card

- Four inputs and four outputs should be
turned on
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Exercise

* Create a project based on the
mixing problem shown on the
right figure

e Map I/0 to the emulation card
and emulate the system
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IPI lBl IEI l-ll‘lll.ll
/1 /1 /1 { }
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